Page 1of 2

SECURE FILE TRANSFER PROTOCOL (SFTP)
FILE TRANSFER CONNECTION INFORMATION

This document contains the details needed for a successful SFTP file transfer connection.

Your Connection to Associated Bank SFTP File Transfer

¢ Host: mfte-prod.associatedbank.com
- Use this Host name to connect.
- Use this Host name to resolve to one of the IP address ranges listed below.
* IP addresses
- 104.153.76.0/22 (104.153.76.0 - 104.153.79.255)
-199.244112.0/22 (199.244.112.0 - 199.244.115.255)
* Port: 1224
* Upload files to: incoming (must be lowercase)
* Download file from: outgoing (must be lowercase)

If you cannot connect to Associated Bank using the specified Host name, please contact us to discuss alternative arrangements.

Associated Bank SFTP File Transfer Connection to You

Associated Bank file transfer connections will come from one of the following IP addresses.

* IP addresses (please whitelist all listed)
104.153.77.158

- 104.153.79.158

199.244.113.158

199.244.115.158

If your security policy allows, you may whitelist all Associated Bank’s IP address space ranges
versus just those listed above.

* Associated Bank IP address ranges
- 104.153.76.0/22 (104.153.76.0 - 104.153.79.255)
- 199.244112.0/22 (199.244.112.0 - 199.244.115.255)
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SFTP FILE TRANSFER CONNECTION INFORMATION (CONT)

SFTP password information:

e All passwords are set to expire in 365 days.
* 14 days before the password expires, you'll receive an email from
DoNotReply_ControIMPROD@AssociatedBank.com addressed to
the SFTP user account associated with your profile.
* Password requirements:
- Must have at least 14 characters—contain at least 1 uppercase letter,
1 lowercase letter and 1 digit or symbol.
- Must not contain your user or company name.
- Must be different than the previous 5 passwords.
* Port 9443 is used to access the password reset page. Please request that your network team
open the port for yearly password resets.
¢ Accounts not used in 390 days will be disabled.
* Password reset is required when using an SSH key.
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